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Why am | talking to you?

Over 1M Internet § 2"9 most attacked
facing servers organization,
Worldwide behind Pentagon

Trustworthy

Computing, 11 Taking down bad
years ago people....




Security and privacy should be a top leadership concern
Managing risk in an increasingly connected world

in terms of new vulnerabilities.

median # of days attackers are

present on a victim network I I. .
before detection mp ications

Security

Average cost of
a data breach to
a company

Impact of cyber attacks could be

as much as $3 trillion in lost
productivity and growth

level issue
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Market trends



Security trends report

12,000 anonymized
surveyed results

Security trends in financial services Security trends in the public sector

Cloud security readiness tool

8% Microsoft Trustworthy Computi ng

Worldwide user base

Security trends in healthcare Security trends in retail organizations

B2 Microsoft Trustworthy Computing | | [l Microsoft




Security trends for banking

38% of surveyed financial organizations do
380 ot not have budgeted disaster recovery plans

ecovery plans

S | 7 O/ do not standardized data
=) O dassification

29% Syt . . L
. 37% of surveyed financial organizations

do not use standardized data classification

220/ not established a formal
(@) k"nan ement ram
agement prog

1% e
209 S 23% of surveyed financial organizations
have adequate policies and practices for
secure data disposal




Security trends for retall

/2% of surveyed retail organizations do

not have budgeted disaster recovery plans
7 2 % ?e()cg\?:,:agg::dQEted disaster

51% of surveyed retail organizations

3504 e m e do not have a plan for responding to
security breaches

2% v
31 % Sccesstcontrol

31% of surveyed retail organizations
do not use role-based access control

29/0 hp tyONLY after thereis a
p ty




Security trends for healthcare

51% of surveyed healthcare organizations
B0p e e conduct system-wide data backups that
T are tested regularly

0 dassm‘c:iieosr:andarc zed data

3 [0 e o L
31% of surveyed healthcare organizations

28% s e have a disaster recovery program

25cy ontrols f r removi gorchanging
0 a cessv\h empl yees lea: reassigned

23%0 s 23% of surveyed healthcare organizations
e cannot prevent a power outage from
affecting their organization




Security trends for government

(0) do not use standardize:
4 5 /O data classification

A0% now andoees

(o) do not have a plan for respondin:
O tosecurity breaches

34% Gaseriecomry o
33 %0 crroces ety ot
2 Ao acice o st o spos
20% mregesins

45% of surveyed public sector
organizations do not use standardized
data classification

40% of surveyed public sector
organizations still use paper
Non-Disclosure Agreements (NDAS)
and use them inconsistently

33% of surveyed public sector
organizations do not have uniformly
enforced security policies



ANONYMOUS
WE ARE LEGION

SOUTH KOR

'Most South Korean Credit Card Holders
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ER by country or region

Percent of computers
encountering malware, 2Q14

. 40% +

. 30% to 40%

. 20% to 30%
10% to 20%

Microsoft Security Intelligence Report

> 010 10% s 2 —
http://www.microsoft.com/sir LS /

Insufficient data

Worldwide: 19.7%




by country or region

Computers cleaned per
1,000 scanned, 2Q14

o
. 15t020
. 10to 15

5t010

Microsoft Security Intelligence Report

>0to5 =2 /
L— http://www.microsoft.com/sir & g 5

Insufficient data

Worldwide: 7.2




UWAGAY

polskieg
Ujawmity |

Pobierz nd
udziatem
Korzystan

Dystrybud
(art. 2274
okres od

Es wurce folgender Vars

£3 wurden)

Um die Sperre d¢
von 100 Euro zu
2u leisten,
1) D Zahlung ped

Dazu geben Sie bitta
auf OK (haben Sie m)
anschiessend auf Of

einzahlung@intar-hig

2) Di2 Zahlung peq
Dazu geben Sie bitta

Ransomware

KAPOLICIA %

Mhswln'ZEl SEISER -~
MyEB S @

"
Location

[

Opelation sysen
Uger name:

Homeland Security
National Cyber Security Division

& s coMPUTER HAS BEEN BLOCKED

@Amdc 184, Pornography invelving children © Article 171, Copynight c\Amdons.ﬂ'nuudmkmd software
Imprisonment for the term of up to 10-15 years Imprisorment for the term of up 10 2-5 years  Imprisonement for the tem of up 1o 2 years
(The use o distribution of pomographic materal) (Th sharing of files) (Th software)

The first viclation may not entail the criminal Mablity if the payment of the fine would be excecuted in connection with the law
of loyaity to the people, on T March 2013, If repeated violations occur, the prosecution is inevitable.
To unlock the computer you are obliged to pay a fine of $300.
You must pay the fine through MoneyPak.
You have 43 hours to pay the fine. If the fine has not been paid, you will become the subject of ariminal prosecution without the
right to pay the fine. The Department for the Fight Against Cyberactivity will confiscate your computer and take You to Court

7%2) Money ot [N
T MoneyPak
| vi2lajals]e 8ielo

After payireg the fine your compriter wil be unblocked. (in the case of second
viclation you will become the subject of crirmmnal prosecution without the
5 right 0 pay the fine}

An attempe 10 unlock the compuser by yourself wil lead 16 the il formatting
of the operating system. AR the fles, videos, photos, docurments on your
computes will be deleted




Ransomware by country or region

2Q14

& M \ Percent of computers encountering J 5
e & ransomware families, 2Q14 - P

> 010 0.05%

" % Insufficient data

Microsoft Security Intelligence Report
http://www.microsoft.com/sir

Worldwide: 0.3%




Where are my risks... Search no
further....

HDD Samples HDD Samples HDD
Examined Infected Infection Rate Countries
: 2 Indonesia, Malaysia,
Thailand 51 43 84.31% 5 Tzota'; el Fhilippines, Tha)i’land,
3 428 . Vietnam
Vietnam 41 38 92.68% Counterfeit
DVDs & Name-
Indonesia e 26 59.09% Brand Laptop
\ Cpmputers .
Malaysia 50 26 52% : o
f’reff‘ll:\stalled 66 21 6
Philippines 30 13 43.33% S
Total 216 146 67.59%
DVD Samples DVD Samples DVD
Examined Infected Infection Rate
Computer infection rates by market: Thailand 23 16 69,57
Philippines @ @ Vi 9 6 66.67
Malaysia EI @ ienam 2
Indonesia JIndonesia 19 19 100%
Thailand Malaysia 5 B 80%
Vietnam
'Philippines 10 4 40%
Brands affected: Acer, Asus, Dell, HP, Lenovo, Samsung, Toshiba
Hard-drive swapping apparent on Total 66 49 74.24%




Advanced Persistent
Tnreat (APT)



August 2012
Saudi Aramco

30,000 computers
down for two

weeks




“If you protect your paper clips and
diamond with equal vigor, you will
soon have more paper clips and fewer
diamonds”

Dean Rusk (USA Secretary of States 1961 — 1969)



It all starts with
Data Classification

KNOW WHAT YOU ARE DEALING WITH



ol HIGH

Business Impact

* HBI information is usually labeled
Confidential or HBI.

* Unauthorized disclosure of HBI
would cause severe or catastrophic
material loss.

* Examples of common forms of
sensitive infermation include
(without limitation)

* social security numbers,

« credit card numbers,

» username and password
combinations.

* In many cases this data is
encrypted.

1
MODERATE

(Y Business Impact

« MBI information is usually labeled
Confidential or MBI.

* Only specific groups of employees,
or approved non-employees with a
legitimate corporate business need,
have access to MBI content.

* Unauthorized disclosure may cause

« serious material loss due to
identity or brand damage,

« operational disruption,

» damage to corporations
reputation,

* legal or regulatory liability.

758 LOW

Business Impact

» LBI information carries no or little
risk of impact to the corporation if
lost or stolen.

» Released financials, Public
Relations campaigns and released
product information are examples
of LBI.




Bring Your Own Device
(BYOD)



“The bamboo

| NG| o hat béends is
, Res lience gtrtonger

than the oak that resists!
~ Japanese proverb -

2" Microsoft



Defining Resilience ‘ Profiling a Resilient Information System

% Degradation of
Operational Effectiveness

Recon _L Escalation i~4 ‘ Recovery

. Recovery ‘
Initiated

Detection

Making ft
Resilient

_ Penetration

~ Attacker Work Factor

2 Microsoft



AVEVENgle
Resilience

=% Microsoft



The Impact of Security Standards

cloud

c'fll security

alliances




Case Study:
Australia

>

Collaboration between Microsoft and the
Australian government resulted in a series of
Implementations across local government
agencies to provide better resilience to cyber
Incidents.

m Microsoft



Resi”ence as a Strategic priority Patch & update to current applications

Patch & update to current operating systems

Microsoft + Australia Use application whitelisting

Host based intrusion detection & prevention
Host inspection of Microsoft Office Files
Patch & update to current operating systems

Inbound Host-based Firewall
Randomise Local Administrator Passphrases

Non-persistent virtualised operating system

Centralise host logging

Monitor Protect =
, , System the Use gateway and desktop antivirus
Network Segmentation & Segregation Infra- Lock down operating environments

Endpoint
Centralise network logging structure P

Restrict NetBIOS

Monitor
the
Network

Monitor Traffic with Network IDPS

Educate

Capture All Network Traffic Users

Social engineering education

Enforce strong passphrases

Strong
Authenti-
cations

Filter email content by whitelist PrOte.Ct
Email

Force domain IP lookup

Implement TLS between email servers Restrict administrative privileges
Harden
Web &
Server

Apps

Defend Use multi-factor authentication

Filterweb content R

Implement data execution prevention

Whitelist web domains
Whitelist HTTP/SSL connections

= Microsoft Enforced border gateway Firewalll

Force domain IP lookup
Blacklist domains at the border gateway

Harden server applications

Disable LanMan



Patching
applications and

using the latest Patching
version of an operating
application systems

Keeping admin
right under strict

control

(and forbidding the
use of administrative
accounts for email
and browsing)

Whitelisting
applications
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