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Why am I talking to you?



Security and privacy should be a top leadership concern
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Managing risk in an increasingly connected world

“This Nexus of Forces is impacting    

security in terms of new vulnerabilities. 

–Ruggero Contu, Christian Canales and Lawrence Pingree. Forecast Overview: Information Security, Worldwide, 2014 Update. Gartner, Inc. June 25, 2014.

Impact of cyber attacks could be

as much as $3 trillion in lost 

productivity and growth

Implications
Job security Customer loyalty

Intellectual property

Legal liabilityBrand reputation

$ 3.5M
Average cost of

a data breach to
a company

15 % increase YoY

median # of days attackers are 

present on a victim network 

before detection243

level issue

is a

CEO

Security
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Who are the

BAD 

GUYS?





ER by country or region



CCM by country or region



Ransomware



Ransomware by country or region



Where are my risks… Search no 

further….





August 2012

Saudi Aramco

30,000 computers 

down for two 

weeks



“If you protect your paper clips and 

diamond with equal vigor, you will 

soon have more paper clips and fewer 

diamonds”



It all starts with

Data Classification
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• HBI information is usually labeled 

Confidential or HBI.

• Unauthorized disclosure of HBI 

would cause severe or catastrophic 

material loss. 

• Examples of common forms of 

sensitive information include 

(without limitation) 

• social security numbers, 

• credit card numbers, 

• username and password 

combinations.  

• In many cases this data is 

encrypted.

• MBI information is usually labeled 

Confidential or MBI. 

• Only specific groups of employees, 

or approved non-employees with a 

legitimate corporate business need, 

have access to MBI content.

• Unauthorized disclosure may cause 

• serious material loss due to 

identity or brand damage, 

• operational disruption, 

• damage to corporations 

reputation, 

• legal or regulatory liability. 

• LBI information carries no or little 

risk of impact to the corporation if 

lost or stolen. 

• Released financials, Public 

Relations campaigns and released 

product information are examples 

of LBI.





Resilience
“The bamboo 

that bends is 

than the oak that resists.”
~ Japanese proverb 

stronger



Defining Resilience Profіlіng a Resіlіent Іnformatіon System

% Degradation of 

Operational Effectiveness

Attacker Work Factor

Detection

Penetration

Recovery 

Initiated

Recon Escalation Recovery

Making it

Resilient





The Impact of Security Standards
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Case Study:

Australia

Collaboration between Microsoft and the 

Australian government resulted in a series of 

implementations across local government 

agencies to provide better resilience to cyber 

incidents. 



Patch & update to current applications

Patch & update to current operating systems

Use application whitelisting

Host based intrusion detection & prevention

Host inspection of Microsoft Office Files

Patch & update to current operating systems

Inbound Host-based Firewall
Randomise Local Administrator Passphrases

Use gateway and desktop antivirus

Lock down operating environments

Social engineering education

Enforce strong passphrases

Restrict administrative privileges

Use multi-factor authentication

Implement data execution prevention

Harden server applications

Disable LanMan

Filterweb content

Whitelist web domains

Whitelist HTTP/SSL connections

Enforced border gateway Firewall

Force domain IP lookup

Blacklist domains at the border gateway

Filter email content by whitelist

Force domain IP lookup

Implement TLS between email servers

Capture All Network Traffic

Monitor Traffic with Network IDPS

Restrict NetBIOS

Centralise network logging

Network Segmentation & Segregation

Centralise host logging

Non-persistent virtualised operating system

Monitor
System
Infra-

structure

Educate

Users

Monitor

the 

Network

Protect

Email

Defend

the Web

Protect

the 

Endpoint

Harden

Web &

Server

Apps

Strong

Authenti-

cations

Resilience as a Strategic Priority

Microsoft + Australia



Australia’s Top 4

Patching 

applications and 

using the latest 

version of an 

application

Patching 

operating 

systems

Keeping admin 

right under strict 

control
(and forbidding the 

use of administrative 

accounts for email 

and browsing)

Whitelisting 

applications
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